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Why we process your data

The law on data protection allows us to process your data for certain
reasons only:

¢ in order to perform the employment contract that we are
party to

g in order to carry out legally required duties

in order for us to carry out our legitimate interests

to protect your interests and

where something is done in the public interest.

= —a -

All of

GBS Complaints Policy and Procedure V1.3



Special categories of data
Special categories of data are data relating to your:

health

sex life

sexual orientation

race

ethnic origin

political opinion

religion

trade union membership and
genetic and biometric data.
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We must process special categories of data in accordance with more
stringent guidelines. Most commonly, we will process special categories
of data when the following applies:

1 you have given explicit consent to the processing

g we must process the data in order to carry out our
legal obligations

1 we must process data for reasons of substantial
public interest

1 you have already made the data public.

We will use your special category data:

g for the purposes of equal opportunities monitoring

We do not need your consent if we use special categories of personal
data in order to carry out our legal obligations or exercise specific rights
under employment law. However, we may ask for your consent to allow
us to process certain particularly sensitive data. If this occurs, you will
be made fully aware of the reasons for the processing. As with all cases
of seeking consent from you, you will have full control over your

decision to give or withhold consent and there will be no consequences
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where consent is withheld. Consent, once given, may be withdrawn at
any time. There will be no consequences where consent is withdrawn.

Criminal conviction data

We will only collect criminal conviction data where it is appropriate
given the nature of your role and where the law permits us. This data
will usually be collected at the recruitment stage, however, may also be
collected during your employment should you be successful in obtaining
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Your data will be shared with third parties if you are successful in your
job application. In these circumstances, we will share your data in order
to obtain references as part of the recruitment process/obtain
a criminal record check etc.

We do not share your data with bodies outside of the European
Economic Area.

Protecting your data

We are aware of the requirement to ensure your data is protected
against accidental loss or disclosure, destruction and abuse or accessed
in an unauthorised way. We have implemented processes to guard
against such. In addition, we limit access to your personal information
to those employees, agents, contractors and other third parties who
have a business on a need-to-know
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If your application is not successful and we have not sought consent or
you have not provided consent upon our request to keep your data for
the purpose of future suitable job vacancies, we will keep your data
for 3 months once the recruitment exercise ends.

If we have sought your consent to keep your data on file for future job
vacancies, and you have provided consent, we will keep your data for 12
months once the recruitment exercise ends. At the end of this period,
we will delete or destroy your data, unless you have
already withdraw your consent to our processing of your data in which
case it will be deleted or destroyed upon your withdrawal of consent.

If your application is successful, your data will be kept and transferred
to the systems we administer for employees. We have a
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